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ABSTRACT 

Various types of data, including demographics and 

clinical information, are continuously collected and 

stored in the form of electronic medical records 

(EMR). Such data have been traditionally used to 

facilitate the workflow of healthcare, but now it is 

recognized as an important source for healthcare 

analysis and decision making. In Malaysia, with 

regards to EMR, healthcare providers need to 

ensure that their organization comply with Personal 

Data Protection Act (PDPA) 2010. As EMR are 

continued to be disseminated to other parties aside 

from healthcare providers, it may pose serious 

threats to patients' privacy. Thus, it is important for 

healthcare providers to understand the privacy 

challenges in EMR before implementing adequate 

mechanisms to protect EMR privacy. This paper 

presents systematic literature review (SLR) results 

to categorize privacy challenges in EMR.Selected 

Malaysian healthcare providers are chosen to 

participate in this study. Ultimately, the findings of 

the study may assist healthcare providers in 

designing and implementing privacy mechanisms 

of EMR towards the compliance of PDPA 2010. 

Keywords: privacy, sharing, electronic medical 

records. 

I INTRODUCTION 

A report from Ponemon Institute (2012) discovered 

that most healthcare providers struggle to deal with 

privacy risks due to lack of technologies. Another 

report from Symantec (2013) found that healthcare 

recorded the highest percentage of disclosed data 

breaches based on industry. With the exposure of 

various types of potential privacy breaches with 

electronic medical records (EMR) (Samy, Ahmad, 

& Ismail, 2009), healthcare providers must manage 

privacy risks in a proper way by adopting an 

adequate security mechanism (Abdul Rahim, 

Ismail, & Samy, 2013b, 2014; Bakhtiyari Shahri & 

Ismail, 2012; Hassan & Ismail, 2012; Samsuri, 

Ismail, & Ahmad, 2011). Before implementing any 

security mechanism, it is important for the 

healthcare providers to identify the current 

problems or challenges in the EMR system. 

A number of systematic reviews have already 

been conducted in the privacy domain. However, 

none of them involved direct observation of the 

privacy challenges faced by the healthcare 

providers. Hence, this systematic review is to fill 

this gap that is to review, identify, and categorize 

privacy challenges in EMR. The following section 

highlights on the need of privacy in EMR. Next, the 

third section describes the review method used in 

this study. The fourth section reports the findings 

and discussions. To end, the final section concludes 

the entire paper. 
 

II EMR SHARING AND THE NEED FOR 

PRIVACY 

EMR need to be shared among healthcare 

practitioners or healthcare providers to improve 

healthcare provisioning and medical research 

(Abdul Rahim, Ismail, & Samy, 2013a). In another 

perspective, EMR need to be shared to allow data 

utility to support medical research, decision 

making, personalized medicine and etc. (Li & Qin, 

2013). Therefore, it is crucial to ensure the privacy 

of EMR because it is not just a record but contain 

patients’ sensitive information. 

 

III REVIEW METHOD 

This review process uses the systematic literature 

review (SLR) guidelines for information system 

research by Okoli & Schabram (2010) and 

Petticrew & Roberts (2006). There are four main 

stages: planning, selection, extraction and execution 

(Okoli & Schabram, 2010). During the planning 

stage, the purpose and research question of this 

review are defined. Then, the second stage involved 

literature search and selecting which articles to be 

considered for the review. A quality assessment for 

each article is conducted in the third stage (Hu & 

Shuo, 2010). The final stage is execution which 

involves discussion of findings and reporting the 

review. 
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A. Research Questions 

To align with the purpose of this study, the research 

question for this SLR is: 

“What privacy challenges exist in EMR?” 

 

B. Primary Search 

The primary search process involved 5 online 

databases as data sources which are IEEEXplore 

Digital Library, ScienceDirect, ProQuest, Medline, 

and Taylor & Francis. The selection of databases 

were based on the availability of full text articles 

subscribed by the Universiti Teknologi Malaysia’s 

library. The inclusion criteria involve articles 

published in English, available in full text, 

published between January 2009 and March 2014, 

and deal with the privacy challenges in EMR. 
 

C. Search Strategy 

The initial search strings are privacy challenges, 

electronic medical records, and electronic 

healthcare records. The search string is then 

constructed using Boolean “and” and Boolean “or” 

operators to allow synonyms and word class 

variants of each keyword. The resulting search 

string is (“privacy challenge”) AND (“electronic 

medical record" OR “electronic health record” OR 

“electronic healthcare record” OR “electronic 

health care record”). 
 

D. Study Selection 

The study selection was organized in three phases: 

i. Primary Search: The search for publications 

from five online databases. This phase was 

conducted by using the search string. 

ii. Exploration of title, abstract and keywords 

of identified articles and selection based on 

eligibility criteria. 

iii. The selection only considered full-text 

articles subscribed by the Universiti 

Teknologi Malaysia’s library. 

 

E. Data Collection 

To facilitate the data collection process, a quality 

checklist was used in order to gather evidence 

related to the research question. In designing the 

study’s quality checklist, some of the questions 

listed in the previous literature were reused (Abdul 

Rahim et al., 2013a; Fink, 2005; Greenhalgh, 2000; 

Leedy & Ormrod, 2005; Petticrew & Roberts, 

2006; Spencer, Ritchie, Lewis, & Dillon, 2003). 

There are5 general questions in the quality checklist 

to measure the quality of selected studies as shown 

in Table 1.  

 
Table 1:Quality Checklist 

No. Item Answer 

SQ1 
Are the aims and objectives of 

the research clearly stated? 
Yes/No 

SQ2 

Is the research design clearly 

specified and appropriate for the 

aims and objectives of the 

research? 

Yes/No 

/Partially 

SQ3 

Do the researcher(s) provide(s) 

a clear account of the process 

by which their findings were 

produced? 

Yes/No 

/Partially 

SQ4 

Do the researcher(s) display(s) 

enough data to support their 

interpretations and conclusions? 

Yes/No 

/Partially 

SQ5 

Is the method of analysis 

appropriate and adequately 

explicated? 

Yes/No 

/Partially 

 

IV FINDINGS AND DISCUSSION 

The initial searching phase provided a total of 249 

studies using the search string. The resulting 

studies’ titles, abstracts and keywords were 

screened and only 35 were selected. Finally, after a 

thorough consideration, a total of 20 articles were 

included in the review.  

 

From the reviews, 5 privacy issues appeared as 

the main privacy challenges in EMR as tabulated in 

Table 2, and privacy preservation and technology 

are found to be the most frequently discussed topic 

in these literatures.  

 
Table 2: Investigated Privacy Challenges in Studies 

Privacy Challenges Study ID 

Privacy Preservation S3, S6, S7, S10, S12, 

S14, S18 

Information Exchange S4, S7 

Technology S1, S2, S5, S8, S14, 

S15, S17, S18, S19, 

S20 

Information Storage S9, S11, S15 

Policy S13, S14, S15, S16 

 

1. PrivacyPreservation 

Article S3, S10 and S12 agreed that the 

preservation of EMR privacy is the main challenge 

in healthcare information system (HIS). Hence, it is 

important for healthcare providers to offer privacy 

guarantee at all levels within the system (S7). As a 

solution, an advanced technological approach 

should be applied in order to retrieve and exchange 

EMR in a secure and reliable manner throughout 

the organization.  
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The control and access to HIS should be 

defined clearly to ensure that patients’ privacy is 

not exposed to unauthorized parties (S6). 

Healthcare providers should establish rules to 

control authorization on EMR resources. In 

addition, selecting the best features for 

authentication might be the prime challenge to 

preserve privacy (S3, S14 and S18). Healthcare 

providers may implement several types of 

authentication technologies such as multiple 

biometrics for identifying users before they are 

allowed access to the EMR system. 

 

2. Information Exchange 

The information contained in EMR are personal 

and sensitive. Thus, it would involve privacy 

breach when the EMR is being accessed by third 

parties such as insurance companies or other 

healthcare providers (S7). These third parties may 

then use this sensitive information to make for 

profit or even for malicious motives. One example 

is the exploitation of EMR for marketing and 

advertising purposes.  

 

In Europe, the Biobanking and Biomolecular 

Resources Research Infrastructure aims to facilitate 

collaboration between biobanks. Clients of 

biobanks are typically people who donates blood, 

tissue, and body fluid which has direct linkage of an 

individual’s personal information including EMR. 

Article S4 reported that the biggest challenge for 

this collaboration is obtaining broad consent from 

different regions. It is suggested that healthcare 

providers give careful considerationand implement 

proper mechanism to protect EMR privacy of their 

patients. 

 

3. Technology  

In the use of location-based technologies embedded 

in the EMR, article S1, S2 and S19 stated that those 

technologies pose new challenge to privacy, as they 

enable third parties to locate and track people and 

objects anywhere and at any time. Another such 

technology is biometric such as heart pacemakers 

and internal human body medical defibrillators, 

where the information captured by those devices are 

being recorded in the EMR for further diagnosis 

(S5). Article S17 and S18 also highlighted the use 

of Radio-Frequency Identification (RFID) tags to 

store EMR is being identified as a privacy 

challenge.  

 

Article S14 claimed that the concept of the 

Internet of Things (IoT) has also evolved in the 

healthcare domain. The data overflow caused by 

billions of entities creating information is a big 

threat to privacy. Hence, healthcare providers must 

possess the required tools that allow anonymity 

from this new technology. 

 

With the emergence and development of mobile 

healthcare, several healthcare providers shift their 

EMR storage into cloud computing platforms 

(S20). Article S8 and S15 reported that by fully 

depending on cloud service provider, applications 

running on or being developed in cloud computing 

platforms may pose various privacy challenges such 

as restriction on access control mechanism and 

different jurisdiction of privacy regulation. 

Therefore, healthcare providers must provide 

comprehensive privacy protection in preparing 

themselves with the developing technologies in 

healthcare. 

 

4. Information Storage 

As more healthcare providers maintained EMR and 

shared the data between them and other institutions, 

another challenge associated with the EMR is 

information storage and access. The most common 

violations of EMR stored in servers are staff abuse 

and misuse of the right to access the records (S9). 

Protection of EMR can be strengthened by 

educating employees with the appropriate use of 

privileged information.  

 

Healthcare, similar with many other industries, 

is creating large amounts of data to be stored, 

processed and analyzed (S11). In a situation which 

healthcare providers use cloud computing platform, 

the jurisdiction of regulations may become a 

challenge to protect EMR privacy. Article S15 

reported that each cloud service provider has its 

own access control mechanism and users do not 

have an input into negotiating the terms of the 

contract on the mechanism to secure their data 

stored in these platforms. Thus, an international 

approach is needed between governments which 

could universally regulate this matter. 

 

5. Policy 

Article S14 and S15 highlighted that it is not 

possible to implement centralized policy if the data 

servers are located in foreign countries or operated 

by different providers. In situations where EMR is 

being used for consulting patients over the Internet 
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(S16), it also becomes another challenge to protect 

the privacy of EMR because it may involve 

different policies and jurisdictions. As discussed 

earlier, agreements between related governments 

are needed to regulate this matter. 

 

Article S13 reported that patient privacy rules 

may become a challenge for healthcare providers 

because patients may have their own preferences 

with regard of their EMR. Patient privacy rules may 

overwrite the policies that have been defined by 

healthcare providers. It is the responsibility of the 

healthcare providers for managing and adhering to 

patient privacy rules. 

 

V CONCLUSION 

In today’s environment, most organizations are 

affected by privacy and data protection 

requirements. However, for healthcare providers, 

they must address their attention to the personal 

information that they possessed in EMR. Given the 

risks and related requirements, ensuring the privacy 

of EMR could be the biggest challenge for 

healthcare providers.   

 

In this paper, 5 main privacy challenges have 

been successfully categorized from a total of 20 

primary articles used in the review process. Privacy 

preservation and technology were found to be the 

two most frequent issues that have been discussed 

in this branch of study. In preserving the EMR 

privacy, healthcare providers must apply 

appropriate methods to ensure the security and 

reliability of EMR transmission throughout the 

organization. In addition, the increase use of mobile 

technologies may further induce the risks of privacy 

violations. Consequently, it is suggested that 

healthcare providers ensure that selections of 

technologies are equipped with comprehensive 

privacy protection mechanisms.  

 

The studies compiled also revealed other 

privacy challenges, namely information exchange, 

information storage, and policy. As healthcare is a 

regulated industry in which the privacy of EMR is 

paramount, it is important for healthcare providers 

to ensure greater protection of EMR. If healthcare 

providers are focused in safeguarding and 

improving their privacy protection mechanisms, 

improved patient care and trust will contribute to 

the success of a better healthcare system. 
 

This in-progress study will proceed in 

evaluating the highlighted privacy challenges and 

recommending possible solutions. The unit of 

analysis for this study will be from selected 

healthcare providers in Malaysia. This study may 

assist healthcare providers to design or implement 

privacy protection mechanisms of EMR towards 

complying with the PDPA 2010.  
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