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ABSTRACT. Integrating data from multiple sources have enabled count-
less sharing of data by data owners such as individuals, organizations, and
governments. The sharing of data needs control and management to ensure
the sensitivity of data is protected. Numerous research have studied on the
management of data in the deployment of advanced metering infrastructure
(AMI) to ensure the smooth process in data integration. Though, misuse of
information which is considered as privacy violation may occurred in the
management and sharing of sensitive data. Hence, it is essential to build a
framework and design appropriate algorithms to manage integrated data ef-
ficiently and to avoid privacy violation. The algorithm will consist of data
classification and ranking mechanism to ensure data is managed effectively.
This paper lays out a privacy preservation framework for the proposed sys-
tem. Finally, we correspondingly propose future research directions in the
conclusion.

Keywords: privacy preservation, data integration, data ranking, data classi-
fication, AMI.

INTRODUCTION

Large amount of data are being collected by electric utility company through the deploy-
ment of advanced metering infrastructure (AMI). AMI utilizes two-way communication ena-
bling utilities to collect consumer consumption data and return control signals to consumer in
near real time. AMI offers consumers the chance to understand and reduce their energy usage
in much greater detail as consumer able to see the usage of the energy based on the user
friendly apps like “Smart Meter” develop for Android user (Mobility Minds Solutions, 2016).
As for electric utility company, it helps to improve the accuracy of billing and eliminate the
needs to visit premises for the purpose of meter reading.

However, the usage of AMI could present a considerable challenge because AMI gener-
ates unprecedented data volume, speed and complexity with millions of data points arriving in
sub-hourly intervals. For example, for a mid-sized utility servicing a half million consumers,
smart meters deployment will result in an explosive proliferation of consumer data, which
may resulted to 3000 fold growth in the amount of data that must be captured, ordered, stored,
and analyzed in near real-time (SunGard, 2013).

Much of these data are about consumers, their personal details and energy consumption.
These data are being stored in meter data management system which later will travel across
enterprise service bus to allow communication between mutually interacting software applica-
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tions in a service-oriented architecture (SOA). With the large collection of data, electric utility
company may also integrate data from other sources for further analysis, such as pricing de-
tails for demand response or forecasting information for renewable energy.

Nevertheless, electric utility company needs to take into account government regulations
to which they must obey, guaranteeing that records are retained and archived for the time
periods stated and protected according to the privacy guidelines. In Malaysia, with the enact-
ed Personal Data Protection Act (PDPA) 2010, electric utility company needs to take specific
measures related to privacy issues to ensure their compliance with the act (Laws of Malaysia,
2010).

This paper is structured as follows: The next section states the data integration in AMI,
followed by a survey on related published works. The following section discusses the pro-
posed framework and future works of this research. The last section concludes this paper.

DATA INTEGRATION IN ADVANCED METERING INFRASTRUCTURE

The implementation of smart meters in AMI leads to detailed consumer profiles to the util-
ity company and other related parties. Scholars have revealed that fine grained power con-
sumption data can be used to excerpt more detailed information on consumer activities
(Edison Electrical Institute, 2011; McKenna, Richardson, and Thomson, 2011; UK Power,
2014). Hence, the electric utility company as a data controller must provide full protection on
consumer data disclosure.

The data controller must deal with the complex business models, relationships, and new
technologies, and protect the personal data at the same time. However, the complexity in-
volves in determining responsibilities and identifing roles for each actor in the emerging busi-
ness models, which involves subcontracting, outsourcing, evolving partnerships between or-
ganizations in value chains, behavioral advertising, and etc.

With the large size and velocity of information generated by smart meter, the data is often
being integrated and shared among administrators with end users such as internal employees
from various departments and third parties. A multitude of services are anticipated to provide
additional services such as load monitoring and forecasting, dynamic billing, outage and fraud
detection, and demand response. This multitude services are used for data analytics. Data
analytics can be applied to gather and assess data to excerpt valuable information. The results
of data analytics may be used to improve business efficiencies, validate process effectiveness,
ascertain areas of key risk, fraud, errors, and influence business decisions.

For instance, the electric utility company may grant and allow third parties to perform data
analytics and provide services using consumer data. However, there is a high probability that
the data given to the third party may contain sensitive customer information that will violate
their privacy, as well as violating government regulations. Therefore, the electric utility com-
pany must ensure that data can still be given to the third party for the purpose of doing data
analytics, but at the same time the data shared must be managed to hide sensitive information.

Furthermore, much of the collected data are integrated and shared across organization. The
progressively exponential increase of integrated personal data could feed data integration
applications to discover real life patterns of consumer’s activities. A malicious insider or un-
trusted third parties can abuse these datasets and extract private information about consumers.

According to Clifton et al. (2004) and Thanh (2015), it is important to develop techniques
to enable the integration and sharing of the data consistently while preserving privacy. To-
gether, the integrated data must be managed accordingly to classify the level of sensitivity.
Therefore, it is important to develop a technique to enable the integration and sharing of data
that adopts security strategies guaranteeing the non-disclosure of consumer’s private infor-
mation. The technique is expected to enable the integration and sharing of data, classify the
level of sensitivity while preserving privacy information.
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RELATED WORKS
In this section, related works on privacy preservation techniques, data integration, data
ranking and data classification are discussed.

Privacy Preservation Techniques

Privacy is a vital issue in smart metering. One of the examples of the privacy breach pro-
duced when collecting readings from a household power consumption (Erkin, 2013). The
consumption can be easily identified from the readings. With various powerful techniques
that can use the aggregated measurements and provide approximation of the moment when
each appliance is turned on and off, this reflects the importance of privacy protection.

Privacy preservation is found to be the most frequently discussed topic in the existing lit-
eratures (Abdul Rahim, Ismail, and Samy, 2014). The main goal of the privacy preservation is
to ensure the ultimate security to sensitive information. For example, during an emergency
situation, there is a need for the data to be shared with the rescuers (Bakar, Ghapar, and
Ismail, 2014). However, some of the personal data cannot be shared to all rescuers. Thus,
there is a need to ensure the privacy of personal data using privacy-preservation technique.

Many privacy-preserving techniques have been developed to be embedded in existing ap-
plications within the organization. Techniques such as randomization, anonymization, per-
turbation, condensation, cryptographic, privacy-preserving probabilistic record linkage, se-
cure multi party computation, and sequential pattern hiding are among the possible techniques
to be applied in AMI environment (Adam et al., 2007; Schmidlin, Clough-Gorr, and Spoerri,
2015; Sukhdev and Vasava, 2015).

Data Integration

As one of the older research areas in database community (Zhang, Wang, and Zhao, 2005;
Ziegler and Dittrich, 2007), data integration can be defined as the combination of technical
and business processes used to integrate data from multiple sources into meaningful and valu-
able information in enabling better business decisions and improves business process execu-
tion (IBM Corporation, 2014).

For instance, data integration can be used for statistical analysis, querying and reporting on
business activities, and data mining in business intelligence (BI) area (Ziegler and Dittrich,
2007). Furthermore, data integration is required as pre-requisite before mining data collected
from various sources (Clifton et al., 2004).

The continued exponential growth of distributed personal data across different databases
may also be thwarted by a privacy backlash (Clifton et al., 2004). For instance, healthcare
data can be shared to improve scientific research, but then the necessity of obtaining permis-
sion to use identifiable information for an indvidual can be prohibitive. Another situation, fire
departments may share regulatory and defense plans to improve their capability to provide
community defense and fight terrorism, but fear loss of privacy could lead to liability.

Data Classification

In database research, data classification performs data analysis that extracts important data
classes (Sukhdev and Vasava, 2015). Various typical classification models have been devel-
oped in previous research; decision tree, Naive Bayesian classification and support vector
machine. Several classification algorithms also have created in the data mining field for ana-
lyzing the data; Iterative Dichotomiser tree (ID3), C4.5, CART, K-Nearest Neighbors (K-
NN), Naive Bayes, and etc.

In information security, data is classified according to sensitivity level and the impact to
the organization. In a specific software application, the raw data are usually classified accord-
ing to a set of features but need to be reclassified when the data is later being integrated from
different databases for data analysis purposes. Prior to starting any data analytics project, the
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data that has been discovered and integrated must be reclassified according to its sensitivity
and business criticality (Tankard, 2012).

Data classification’s level of sensitivity is often classified based on varying levels of im-
portance or confidentiality, which relates to the security measures in place to protect each
classification level. In defining data classification, Lord (2016) suggested an organization
may classify data as restricted, private or public. Data classification reflects the degree of
impact to the organization if confidentiality, integrity or availability compromised.

Data Ranking

Despite the vast research on the areas of data classification and its importance, researches
on data ranking are intermittent. Several research works have been done in data ranking such
as in entertainment industry where data ranking is used to retrieve music based on its rele-
vance and importance (Ruxanda et al., 2008) and real estate field where spatial data is ranked
to determine the potential flats in real state agency database with respect to the appropriate-
ness of the location, quality of other facilities within the neighborhood (Yiu et al., 2011).

Data ranking should be done whenever the newly integrated data is created. The possibil-
ity of the existing security mechanism might not be appropriate when data is integrated from
various sources. Therefore, it is important to rank the data along with an analysis of appropri-
ate security measures to identify whether existing security mechanisms are still sufficient with
the new classification.

PROPOSED FRAMEWORK

The aim of this research is to develop privacy preservation framework for AMI data that
comprises of several privacy preservation techniques. The proposed framework comprises of
five phases as shown in Figure 1.

In the first phase, the raw data is collected from various sources. In this example, head end
equipment, web portal, and various systems in the infrastructure such as System A, and Sys-
tem B would be the data donors. After the data collection, the raw data are integrated and kept
in meter data management system.

The newly integrated data would be requested by various systems in the infrastructure in
the second phase. For instance, requests from third parties that would require certain data to
perform data analytics. Based on the request, the integrated data will be classified according
to its level of privacy protection in the third phase. This is to guarantee which privacy preser-
vation techniques to be applied in the requested integrated data.

In the fourth phase, data ranking technique will be applied for further evaluation. In this
research, data ranking is defined as how data is quantified based on level of sensitivity. It is a
process which involves reevaluation of the data sensitivity contained in the requested inte-
grated data. This reevaluation also will align with the objectives of privacy protection and the
purpose of request. Several privacy preservation techniques will be applied in the following
phase. Finally, the output which is the privacy-preserved integrated data will be distributed to
the requested system resources or other parties.
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Figure 1. Proposed Framework

CONCLUSION

The goal of this research is to propose a practical privacy preservation framework to en-
sure the privacy of consumer data while keeping the sensitive data useful for further analytics
processes. In this paper, the combination of data classification and data ranking are proposed
to be performed before identifying any appropriate privacy preservation techniques to be ap-
plied on the newly integrated data. Furthermore, this research is also emphasize on the im-
portance of data classification and data ranking for the newly integrated data. This in-progress
work will proceed to the next stage to identify the most suitable mechanism for data classifi-
cation, data ranking and privacy preservation techniques to be used.
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