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Abstract—A newly developed signature scheme, namely the
Easy Simple Factoring-based (ESF) signature scheme is proposed
in this paper. First, we construct a standard identification scheme
based on the ESF assumption. Then, the standard identification
scheme is converted to a signature scheme by utilizing the Fiat-
Shamir transformation. Our signature scheme is provable secure
in the random oracle model, and the security proof is shown. The
efficiency analysis of our scheme is conducted and compared with
the Full Domain Hash (FDH) signature scheme. Our scheme has
a more powerful efficiency performance in signing and verifying
algorithms than the FDH signature scheme when the public keys
u and γ in our signature scheme are fixed to small bit lengths.

Index Terms—digital signature scheme, provably security,
random oracle model, identification scheme, Fiat-Shamir trans-
formation

I. INTRODUCTION

A digital signature is a public key cryptographic algorithm
that is created to guarantee message integrity, authentication
and non-repudiation. In 2018, Ismail et al. [1] invented an Easy
Simple Factoring-based (ESF) cryptosystem, a variation of the
Rivest-Shamir-Adleman (RSA) cryptosystem [2], based on the
hardness of the factoring problem. The level of efficiency
of the ESF cryptosystem is higher compared to the RSA
cryptosystem.

In 1986, Fiat and Shamir [3] introduced a method to trans-
form canonical identification schemes into digital signature
schemes. Fiat-Shamir (FS) transformation creates an efficient
scheme for a digital signature and maintains its security against
chosen message attacks.

In this paper, we proposed a signature scheme based on
the ESF assumption [1], followed by its security and effi-
ciency analysis. The ESF signature design begins with the
construction of an identification scheme based on the ESF
assumption. Then, FS transformation [3] is utilized to convert
the identification scheme into a digital signature scheme.

A. Our Contribution

Based on the ESF assumption, we design a new digital
signature scheme. We propose a signature scheme that serves
as an alternative to the RSA-based signature scheme, the
Full Domain Hash (FDH) signature scheme [4]. Our scheme
provides provable security and performs faster in signing and
verifying algorithms compared to the FDH signature scheme
if we fix the public keys u and γ in our scheme to small bit
lengths.

To achieve this, we first come out with an identification
scheme based on the ESF assumption that secure against
passive attack, followed by its security proof. Then we convert
the identification scheme to a signature scheme by utilizing the
FS transformation.

Additionally, we prove that our scheme is secure by present-
ing its security proof, reducing the hardness of an existential
forgery under the chosen message attack (EUF-CMA) to
the intractability of solving the ESF assumption. Lastly, we
show an implementation with higher efficiency performance
in signing and verifying algorithms compared with the RSA-
FDH signature scheme. As a result, our signature scheme is
more efficient than FDH signature scheme.

B. Organization

The structures of this paper are organized as follows: The
paper begins with the introduction in Section I. Then, we
include the preliminaries in Section II. Our signature scheme
is presented in Section III followed by its security proof in
Section IV and efficiency analysis in Section V. Finally, we
conclude our paper in Section VI.

II. PRELIMINARIES

First, we recall the formal definition of the ESF Assumption
introduced in [1]. Later, the concept of identification scheme
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and FS transformation are revisited. Then, we present the def-
inition of the signature schemes and the security of signature
schemes.

A. Easy Simple Factoring-based (ESF) Assumption

The ESF assumption proposed in [1] where given (N , X1,
X2, u, γ) and compute (v, λ, ω, x). Let N = pq such that
p and q are primes. Let ω = s(p − 1) + 1 = r(q − 1) + 1
where r/s is the simplest ratio of (p − 1)/(q − 1). A Linear
Diophantine equation uv + γλ = ω is formed where u and γ
are public keys while v and λ are private keys.

Then, the functions fN,u : Z∗N → Z∗N and fN,γ : Z∗N → Z∗N
are given by fN,u = xu = X1 mod n and fN,λ = xλ =
X2 mod N , respectively. In other words, for every pair of
X1, X2 ∈ Z∗N there exists a unique x ∈ Z∗N that satisfying
xu+γ ≡ xu · xγ mod N ≡ X1 ·X2 mod N . For x, X1 and
X2 satisfying this relation, we write Xv

1 ·Xλ
2 ≡ (xu)v ·(xγ)λ ≡

xuv+γλ ≡ xω ≡ x mod N . Hence, we define f−1 as follow:

f−1(X1 ·X2) = Xv
1 ·Xλ

2 = (xu)v · (xγ)λ ≡ xuv+γλ
≡ xω ≡ x mod N

Let K be a probabilistic polynomial-time algorithm (PPT)
that, on input 1k, outputs a modulus N that is the product of
1024-bit primes. Compute ω = s(p− 1) + 1 = r(q − 1) + 1.
Choose the public keys u and γ randomly. Compute the private
keys v and λ from the Linear Diophantine equation uv+γλ =
ω by extended Euclidean algorithm.

Definition 1. We say that the ESF problem is hard relative to
K if for all PPT algorithms A, the probability of adversary to
able to extract x is negligible as follows:

Pr[(N, u, γ, v, λ, ω)← K(1k);X1, X2 ← Z∗n;x← A(N,
u, γ,X1, X2) : xu+γ ≡ X1 ·X2 mod n] < ε

B. Standard Identification

The standard identification scheme is a canonical three-
move protocol as defined by Bellare and Palacio [5]. First,
Prover P generates commitment Cmt and sends it as a
message to V . Verifier V selects a challenge Ch uniformly
from a random set, called challenge set ChSetV associated to
its input, and sends the challenge to P . Prover P generates
a response Rsp and sends it to V . Lastly, V deterministi-
cally outputs a value d ← V eri(Cmt,Ch,Rsp) such that
d = 1(accept) while d = 0(reject).

Theorem 1. The canonical identification protocol is secure
against a passive attack if the protocol is honest-verifier zero
knowledge and satisfies soundness. [6].

Proof. Refer to [6].

C. Fiat-Shamir Transformation

The Fiat-Shamir (FS) transformation is first introduced
by Fiat and Shamir [3] in the year 1984. The Fiat-Shamir
method is used to transform an identification scheme into
a digital signature scheme. According to Katz [6], the FS

Prover P Verifier V

Initial State St = (q, R)

(Cmt, St) ← P(ε;St)

Cmt
−−−−−−−−→

Ch
R←−− ChSetV

Ch
←−−−−−−−−

(Rsp, St) ← P(Ch;St)

Rsp
−−−−−−−−→

d ← V eri(Cmt ,Ch,Rsp)

Figure 1. Standard Identification (A Canonical Protocol) [5]

transformation is having the prover run an instance of the
identification protocol by itself, generating the challenge c by
applying a hash function H to the first message I and then
computing an appropriate response r. Katz [6]’s format of the
Fiat-Shamir transformation’s definition is recalled as follows:

Let Π = (Gen,P,V) be a canonical identification scheme
where the verifier’s challenges are chosen uniformly from Ω.
Let H : {0, 1}∗ → Ω be a hash function.

Key generation: Run Gen(1k).
Signature generation: To sign message m using secret key

sk, the signer do the following.
1) Run the prover algorithm P(sk) to generate an initial

message I .
2) Compute c := H(I,m).
3) Compute the appropriate response r to the challenge c

using P(sk).
The signature σ is (I, r).

Signature verification: To verify the signature (I, r), the
verifier proceed as follows:

1) Compute c := H(I,m).
2) The signature is valid if and only if (pk, I, c, r) is an

accepting transcript.

III. ESF SIGNATURE SCHEME

A. Standard Identification Scheme based on ESF Assumption

We present the structure of the ESF-based standard identi-
fication scheme as follows:

Key Generation.: The parameters (N , u, γ, v, λ, ω) are
generated as mentioned in Section II. Then, x ∈ Z∗N is chosen.
Next, compute X1 ← xu mod N and X2 ← xγ mod N .
Then, compute public key pk ← ((1k, N, u, γ), X1, X2) and
private key sk ← ((1k, v, λ, ω), x).

Identification Protocol.: The identification protocol run by
prover and verifier is presented in the following list and
illustrated in Fig. 2.

a) Prover P computes y ← Z∗N .
b) P sends the commitment Y1 · Y2 such that Y1 ← yu

mod N and Y2 ← yγ mod N to Verifier V .
c) V then computes challenge c← Z and send it to prover,
P .

d) P sends the response z to V where z ← xcy mod N .
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e) V accept if zu+γ ≡ (X1 · X2)c(Y1 · Y2) where Y1, Y2,
z ∈ Z∗N , else reject.

Prover P Verifier V

y ← Z∗N

Y1 ← yu mod N

Y2 ← yγ mod N
Y1 · Y2

−−−−−−−−−→

c
R←−− Z

c
←−−−−−−−−−

z ← xcy mod N
z

−−−−−−−−−→
Check:
zu+γ = (X1 ·X2)c · (Y1 · Y2)
mod N

Figure 2. ESF-based Identification Protocol

Proposition 1. Based on Theorem 1, ESF-based identification
protocol is secure against passive attacks.

Proof. Completeness is proven in the scheme since P knows
x, then Pr[V accept ] = 1.

Soundness is proven as follows. Suppose from two valid
challenge-response pairs (c1, z1), (c2, z2) for the same com-
mitments Y1 and Y2 is able to extract the secret key x as
follows: compute a and b by extended Euclidean algorithm
such that (c1−c2)a+(u+γ)b = 1. Therefore, we can compute
x such that x← (z1/z2)a(X1 ·X2)b.

Lastly, we show a simulator S such that its purpose is to
output (Ỹ1 · Ỹ2, c̃, z̃) where z̃u+γ = (X̃1 · X̃2)c̃(Ỹ1 · Ỹ2). The
simulator S then outputs (z̃u+γ/(x1 ·x2)c̃, c̃, z̃). Thus, we have
proved that (P,V) is simulatable.

B. The Construction of ESF Signature Scheme

By utilizing the Fiat-Shamir transformation, the identifica-
tion scheme in Section III-A is transformed to a signature
scheme.

Key generation.: Run Gen(1k) to generate (pk, sk) such
that pk ← ((1k, N, u, γ) , X1, X2) and sk ← ((1k, v, λ, ω), x)
where x← Z∗N , X1 ≡ xu mod N and X2 ≡ xλ mod N .

Signature generation.: The signing algorithm is done by
signer as follows:

1) Compute y ← Z∗N .
2) Compute I := Y1 · Y2 mod N such that Y1 ← yu

mod N and Y2 ← yγ mod N .
3) Compute c := H(I,m) where H is a public SHA-256

hash function, H : {0, 1}∗ × {0, 1}∗ → {0, 1}256 and m
is a message.

4) Compute z ← xcy mod N .
The signature (I, z) is generated.

Signature verification: The verification algorithm is done
by verifier as follows:

1) Compute c̃ := H(I,m).
2) Accept the signature if and only if zu+γ ≡ (X1 ·X2)c̃I .

Else, reject.

Proposition 2. For the correctness, the equation zu+γ ≡ (X1 ·
X2)c̃I should hold.

Proof.

zu+γ ≡ (xc̃ · y)u+γ mod N
≡ (xuc̃ · xγc̃) · (yu · yγ) mod N
≡ (X c̃

1 ·X c̃
2) · (Y1 · Y2) mod N

≡ (X1 ·X2)c̃ · I mod N

IV. SECURITY PROOF

We show the security proof of our signature scheme in this
section. For the security proof, we use the technique proposed
by Coron [7].

Theorem 2. Suppose the ESF assumption is (t′, ε′)-secure.
Then the ESF signature scheme is (t, ε)-secure if Equation 1
and 2 hold.

t = t′ − (qhash + qsig + 1) · O(k3) (1)

ε =
1

(1− 1
qsig+1 )qsig+1

· qsig · ε′ (2)

where qhash and qsig are the number of hash queries amd
signature queries requested by the adversary.

Proof. Assume that there exists a (t, ε)-adversary A running
in time of at most qhash hash queries and at most qsig signing
queries against the ESF signature scheme which forge a valid
signature with the probability of at least ε. We construct a
simulator S that solves the ESF factoring problem with an
advantage of at least ε′ while interacting with A.

Setup: S receives the ESF challenge {N,X1, X2, u, γ} and
must output xv+λ. The S tries to find x = f−1(X1 ·X2) where
f is defined in Equation (II-A). The private keys {v, λ, ω, x}
are not known to S.

Hash Query: S uses a counter i and initially set to zero.
When A submits a fresh query on H(I,m) for message m,
S increments i such that mi = m and picks a random ri in
Z∗N . S then returns hi = rui mod N and ki = rγi mod N
with probability p, and hi = x · rui mod N and ki = x · rγi
mod N with probability 1− p.

Sign Query: When A makes a signing query for m, it has
already requested the hash of m, therefore m = mi for some i.
If hi = rui mod N and ki = rγi mod N then S returns ri as
the signature. Otherwise the process stops and the simulation
aborts.

Forgery: A outputs a forgery (m,x). We make assumption
that A has requested the hash of m before. If not, S goes
ahead and makes the hash query itself such that m = mi for
some i. Then if hi = x ·rui mod N and ki = x ·rγi mod N ,
we have X1 ·X2 = hvi ·kλi = xv+λ ·ri mod N then S output
xv+λ = (X1 · X2)/ri mod N . Otherwise the process stops
and the simulation has failed.
S answers a signature query with probability p; the prob-

ability that S answers to all signature queries is at least
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pqsig . Then S outputs xv+λ for f with probability 1 − p.
So S output a forgery xv+λ for f with probability at least
α(p) = pqsig · (1−p). The function α(p) to be maximum with

pmax = 1− 1

qsig + 1

and

α(pmax) =
1

qsig
(1− 1

qsig + 1
)qsig+1

. Then we obtain

ε(k) =
1

(1− 1
qsig+1 )qsig+1

· qsig · ε′(k)

and if qsig is large, ε(k) u exp(1) · qsig · ε′(k).
The running time of S is the running time of A added to

the time needed to compute the hi and ki values. One ESF
computation is equivalent to cubic time or better O(k3) since
modular exponentiation takes O(k3) bit complexity. This gives
the formula for t.

The percentage of error rates is 0.

V. EFFICIENCY ANALYSIS

We run 100 times key generation operation and each key
generation operation, we run 100 times signing operation and
100 times verifying operation for the ESF signature scheme
and FDH signature scheme.

The simulations are done in the platform Python 3.7 Intel
Core i5-8250U 1.80GHz 4GB RAM. We fix the parameters p
and q of both of the schemes to 1536 bit lengths. The public
keys u and γ of our scheme are fixed to 30 bit lengths.

The results of coding, its consoles and the complete data
are included in [8].

Table I
AVERAGE RUNNING TIME OF KEY GENERATION, SIGNING AND VERIFYING

OPERATIONS BETWEEN FDH AND ESF SIGNATURE SCHEMES

FDH Signature
Scheme

ESF Signature
Scheme

Average Time Taken of 100
Key Generation Operations 3.1273438s 3.7260937s

Average Time Taken of 100
Signing Operations 0.1138078s 0.0176016s

Average Time Taken of 100
Verifying Operations 0.1184797s 0.0147141s

From Table I, we obtain that the run time for the signing
and verifying algorithms in our scheme are around 10 times
faster than the FDH signature scheme since the public keys
u and γ that used in the signing and verifying algorithms are
fixed to 30 bit lengths.

VI. CONCLUSION

We propose a provable secure signature scheme that are
constructed from the identification scheme based on the ESF
assumption by utilizing FS transformation. Furthermore, we
showed the proof of security of the ESF digital signature
scheme in the ROM. Lastly, efficiency analysis is conducted
towards our scheme and the result is compared with the FDH
signature scheme.

Based on the result, we obtained that our signature scheme
is performing faster in the signing and verifying algorithms
than FDH signature scheme if the public keys u and γ in our
scheme are fixed to small bit lengths, even though both of the
schemes got the same bit lengths of parameters p and q.
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